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Many different definitions used for the concept

There is also linguistic confusion (Competency? Competence?)
= Often times it depends on the context: Behavioural vs Task-oriented; USA vs UK;

In almost all of the definitions Competence is formalised as a holistic concept
= |tis important to consider each part of the macro-concept of Competence to fully understand

it

This topic is addressed in more depth in the SCK Learning Framework, but in this context it is
important to be mindful of the nature of the concept of competence
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“Competence is the ability to integrate and apply KNOWLEDGE
contextually-appropriate knowledge, skills and
psychosocial factors (e.g., beliefs, attitudes, values and
motivations) to consistently perform successfully
within a specified domain.”*
SKILL

*Source: Vitello, S., Greatorex, J., and Shaw, S. What is competence? a shared interpretation of competence
to support teaching, learning and assessment. Cambridge University Press & Assessment, 2021.
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An  ontology is a  structured e e
representation of a knowledge domain. aeNTITY o

/N

It is a formalism that is useful to clearly subClassOf =eci=eot sitiBlE e it

and more easily understand topics, but ®
importantly it is also suitable for machine person m 2

processing (e.g. Semantic Web). ’ RN

By virtue of their formal structure, neshet L
ontologies have the benefit of being easy o:Closs =

to share. This makes it possible to create oifless IR
large  dictionaries,  reuse  concept i ;
descriptions, and in general disambiguate P —
knowledge. et o

<rdfs:range

</owl:0bjectProperty>

</rdf :RDF>

1 - owl stands for "Web Ontology Language" and is a general purpose ontology useful to describe
abstract concepts, as general and abstract as "things". In the example it is used to say that a Person
and an Animal are both "things".

Funded by the European Union. Views and opinions expressed are however those of the author(s) only

AL and do not necessarily reflect those of the European Union or the European Education and Culture E

the European Union

Executive Agency. Neither the European Union nor the granting authority can be held responsible for
them.




Ontology? What is that? I—&
SUPER CYBER

SUPER CYBER SUPER CYBER
== KIDS 2= == KIDS 2

An ontology defines concepts as classes:

o the abstract representation of a category of

elements Abstract Classes
Each ontology class can have concrete Subc.assof suboassof /
instances. For examples, "Giulia" is a
concrete instance of the abstract class Person
"Person”

hasPet @

Classes and instances can be related to
other elements through the use of hasPet
relationships /

(stances
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In SuperCyberKids, to describe the
concept of competence and its parts,

Formalising the concept of competence in an ontology

AT
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®asn:Standard_document

selectedin ~ R >

skos:ConceptScheme

we use an ontology already available _ s k7
. . C t
in the literature: COMP2 hasCatalog R"O,{’&'ffeﬁ{}:.y Knowledge
R ‘ R
. type R
You can think of COMP2 ¢ S Normalized tring
vocabulary we use in order to be f° R Scantalas hasknowledgePart :
b H d h hasEntry ®competencyld / EDpUESIO
unampiguous an snare a common ‘o R R \ hosentn R | skos:OrderedCollect
K R R chosenin -| skos:OrderedCollection
representation of competence. ' ;3 R
® Competency R hasSkill —R - Generic
. Skill
As seen before, COMP2 describes a | = R O ' R
. hasTitle R R R R taxonValue R
competency as being composed of ® : N oo
. hasStatemen performedWit
some knowledge and some generic | .. e i steadomsin | seradoma:
. . . . a main | Metadomain
skill that is applied to it. : ! T Sekoncthcatt
' , $7|* Indicators s s [Craomonr |
String skos:broaderTransitive |. Complexity I s
v [ mte ]| sow ]
Funded by the European Union. Views and opinions expressed are however those of the author(s) only
&1’2’:;‘;1:: Union and do not necessarily reflect those of the European Union or the European Education and Culture
Executive Agency. Neither the European Union nor the granting authority can be held responsible for E =

them.




E':n_ '- _ --
The SuperCyberKids Learning Framework Ontology E'SR

SUPER CYBER =/=KIDS =2z

== KIDS ===

. . : Core SCK Domain Cl & Relationshi
For the description of the knowledge domains i ore Omalh L1asses & helationships

referenced by the competences, we created a

new o nto IO gy. SCK_Subdomain has_related_vocabulary
. § has_core. ccncs}p(—J
This ontology allows us to clearly and : |
unambiguously define (i) the various classes of i I Rasss Specifc Vocabulary | s tom—{ - Specic_Term
knowledge elements that we need to describe e
the various domains concerned, and (ii) the |
instances of concrete elements linked to them (skos-Gollection! i
E can_be_contrasted_with —J— can_result_in T .
Thes e a bStra Ct Cl a Sses d efi n e th e S u b_d Om a i ns’ - can_all_be_contrasted_with Proactive,lsuategies Negative_Ou - ]
th e key CO n Ce pts Of ea Ch S u b_d Om a i n’ th e ; (skos:Co[llectionl (skas:Colllectionl
vocabulary used, the main threats together R reuce-negeueoucome
with the strategies (both proactive and Proactive_Strategy Negative_Outcome
reactive) used to prevent and mitigate the : AN o e
related negative outcomes | 1 _ _
E Strategy |— subsumes — Reactive_Strategy p— include_reactive_strategy — R::;;:é;ﬁ:;:fogr:fs -
'Led_m
foaf:Document
Funded by the European Union. Views and opinions expressed are however those of the author(s) only
ﬁ;’g’:i‘:i:: Union and do not necessarily reflect those of the European Union or the European Education and Culture
Executive Agency. Neither the European Union nor the granting authority can be held responsible for I : =
them.




EYAY:
SUPER CYBER

== KIDS ===

The SCKLF Ontology: one of the instances sub-do

Preventing Technologies

Data_Leak include_negative_outcome

Software_Attacks_Consequences

can_result_in Cloud_And_Web_Attacks

can_result_in

includes_term
includes_term

includes_term

Passphrase

Lose_Access_To_Accounts

include_negative_outcome

include_negative_outcome

==

includes_term

KN

Statistical_Attacks

can_result_in

Compromised_Password_Consequences

|

mains
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Local_Files_Attacks include_threat

Use_Software_Update_Managers

Use_Firewalls
include_proactive_strategy

Preventing_Software_Strategies

Use_Antiviruses

i

include_threat
include_proactive_strategy

]

include_proactive_strategy

can_all_be_contrasted_with

include_proactive_strategy

é

has_related_threats

Preventing_Software

include_proactive_strategy

Use_Child_Appropriate_Web_Browsers

has_core_concept
Use_Encryption_Software

Preventing_Technologies

has_core_concept

has_related_threats

include_threat Passwords_Attacks can_all_be_contrasted_with

include_threat

can_result_in Dictionary_Attacks

Use_Different_Character_Classes

Use_Different_Passwords

include_proactive_strategy
include_proactive_strategy

Password_Strength_Strategies
include_proactive_strategy

Change_Password_Often

include_proactive_strategy

include_proactive_strategy
e

b
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As can be seen in the previous example, these knowledge
formalisations can expand very quickly and become difficult to
navigate, even when expressed in graphic form.

This is why we have created a tool that allows the identification of
skills related to a particular topic (or a particular keyword), helping
the user in a smooth and gradual exploration of this knowledge space
identified within the ontology.
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The tool shows the network of conce pts Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help

identified through a graphic visualisation in which
it is possible to visualise both the elements and
the relationships between them.

has Knowledge Part

Harmful Content

has related threat

has core concept

For ease of visualisation, each category of
elements within the graph is colour-coded, so
that it is easy to recognise which abstract class
each concrete instance belongs to.

Although the tool automatically displays an optimal visualisation of the retrieved information, you can freely
reposition any element within the graph as desired.
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* Competencies are found by using the smart search functionality, using topics and key terms
* The system will collect results based on the information contained in the ontology

* Competencies shown in the results list will be closely related to the search topics or terms used
(even if the term is not present in the competency definition itself)

bully Q,
Use Strategies To Protect Against And Prevent Cyberbullying [Relevance Index: 8] v
Develop And Implement The Correct Actions In Cases Of Cyberbullying [Relevance Index: 4] v

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help [Relevance Index: 2] v

Understand Online Etiquette And Behaviour [Relevance Index: 2] v
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Relevance Index

Each competence shown in the results is accompanied and described by a relevance index

This index shows how closely related a competence is to the term or topic used in the search

bully

Use Strategies To Protect Against And Prevent Cyberbullyincd[Relevance Index: 8]
Develop And Implement The Correct Actions In Cases Of Cyberbullyingl[Relevance Index: 4]

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Heldl [Relevance Index: 2]
Understand Online Etiquette And Behaviouj[Relevance Index: 2]
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By clicking on each result, the system will display
the minimum Set Of elements CharaCteriSing the Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask Far Help [Relevance Index: 2]
competence in question

This set of elements is displayed by the system in
the form of an oriented graph, making it easier to
understand both the elements and the
relationships between them

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help

has Knowledge Part

This first set of elements allows the user to
contextualise the result, see the link with the topic
entered in the search bar, and begin to explore the y"d"m
concepts most closely related to the competence

has core concept

Each of the elements contained in the minimum
set can be analysed by displaying the details.
Similarly, each element can be used for a step-by-
step exploration.
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By right_clicking On any displayed element’ a Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help [Relevance Index: 2] A~
contextual menu will allow you to choose

Whether to VIeW detalls Of the element or Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help
use it as a basis for further exploration of .

concepts.

Harmful Content
has related threat

has core concept

See Details

Explore further

The detailed view (bottom) displays all direct
information that characterises the element
within the ontology

Words in this view that represent key terms .
within the ontology are highlighted in bold Cyberbulying i Threat
It can result in: Cyberbullying Consequences
It can be contrasted with: Cyberbullying Protection Strategies
CLOSE
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Alternatively, clicking on ‘Explore further’ will expand the graph with new elements and concepts related to the
selected item

This allows guided, step-by-step exploration of the complex network of information contained within the ontology

This way you can explore only the portions of information that you consider relevant and useful, while minimising
unnecessary clutter.

To facilitate visualisation, the system will also automatically reconfigure the arrangement of elements within the
graph.

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help [Relevance Index: 2] ~

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help

has Knowledge Part

Harmful Content
has related threat

has core concept

See Details

Explore further
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Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help [Relevance Index: 2]

Exploring the results: step-by-step exploration

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help
has Knowledge Part

has related threat

See Details

Explore further

Detect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help [Relevance Index: 2]

=1
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Harmful Content
has core concept

Cyberbullying Protection Strategies

D

Cyberbullying Consequences

can be contrasted with

Online Behaviour

N has related threat
can result in

N

s

has related threat

3

has core concept-"’""

has Knowledge Part

etect And Identify Online Risks And Threats That Need The Assistance Of An Adult And Ask For Help

i
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